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1. EXECUTIVE SUMMARY & CONCLUSION  
 
1.1 On 11 or 12 April a parking machine was cut out and stolen from the High Knocke 

car park in Dymchurch.  This resulted in a replacement new machine being ordered, 
installed and commissioned at this site.  On 31 May this newly commissioned 
machine was emptied by unknown person/s and £642.20 stolen. 

 
The SDC officer who would normally be responsible for the installation and 
commissioning of a new parking machine is relatively new to his role and has not 
dealt with parking machine commissioning before.  Due to this and the wealth of 
experience of the NSL* Enforcement Supervisor (previously employed in the role by 
SDC before the service was outsourced) the decision was taken by the 
Transportation Manager to pass responsibility for arranging the commissioning of the 
new machine to . 
 
(*NSL are the Council’s contractors who monitor the Council’s car parks undertake 
front line maintenance of parking machines; and issue both on and off street penalty 
charge notices.) 
 
Although the commissioning of a new parking machine falls outside the remit of the 
contract with NSL the fact that the keys would only work in the new machine; the 
machine could not collect income until it had been commissioned and the level of 
trust held for the NSL Enforcement Supervisor meant that passing responsibility for 
the keys was considered to be of low risk by the Transportation Manager. 
 
The NSL Enforcement Supervisor had been instructed to be present when the 
machine was commissioned by Parkeon, and to hand the keys immediately to the 
Highways Engineer upon completion; neither of which happened as the NSL 
Enforcement Supervisor went on leave.  As the Council does not provide for NSL to 
bring an Enforcement Supervisor in for cover periods this meant that the 
responsibility was passed to an NSL Car Parking Enforcement Officer.  At this point it 
would have been prudent for the keys to be passed back to the Council because with 
the exception of the NSL Enforcement Supervisor NSL staff do not have access to 
secure storage for keys.  Both the Transportation Manager and the Highways 
Engineer were working the week the machine was commissioned. 
 
NSL have stated that they have no facilities for the secure retention of keys within 
their office at the Civic Centre, and have no need to do so as their contracted duties 
lay with the ticket element of the machine only.  This ‘trusted officer’ then went on 
leave and passed responsibility to another NSL Officer.  As the keys were held in an 
unlocked drawer within the NSL office all of the NSL Team at the Council (a total of 
eight personnel) may have been aware that machine 11 was being commissioned 
and where the keys were located. 
 
Knowledge of events and the new machine installation would be required to take 
advantage of this situation.  The opportunity to take advantage of this information for 
personal gain was then further extended by the fact that neither the Transportation 
Manager, nor the Highways Engineer took possession of the keys once the machine 
had been commissioned.  In this case normal procedures have been bypassed and 
as a result an opportunity has been taken by a person/s that should not have been 
available to them.   
 
NSL have now appointed their own internal investigator to review events and they 
have liaised with the Auditor.  Once complete, their investigator will issue a separate 
report of his findings. 
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1.2 In Conclusion, this theft occurred due to circumstances creating an opportunity 
through not controlling sets of keys, and not updating CSS that the machine was up 
and running, and ensuring that they had the keys to empty the cash.  An 
unscrupulous employee seized the opportunity to take the keys and empty the cash 
as a one off theft, believing that it could not be traced back to them.  Investigations 
indicate that it is a member of the NSL staff and it is still hoped that the NSL internal 
investigation may reveal the culprit and that they deal with them appropriately, 
removing them from SDC premises. 

 
1.3 Lessons can be learnt from the series of events that lead up to the theft and 

recommendations have been made within this report to ensure that controls remain in 
place and effective in future. 

 
1.4 Eight recommendations have been made within this report of which five have been 

classified as high priority and three as medium, please see the action plan at page 11 
for full details. 

 
1.5 In accordance with standard audit procedures, a short follow-up review will be 

undertaken later in the year to provide management with assurance that the 
recommendations contained within this report have been implemented. 
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2. SCOPE OF THE REVIEW 
 
2.1 AUDIT OBJECTIVE 

To investigate an incident of suspected theft from a newly commissioned parking 
machine. 

 
2.2 SCOPE 
 The audit will review the one incident of unauthorised cash collection from a parking 

machine and will undertaken a full investigation to establish the facts surrounding the 
incident, in order to establish if any monies have been misappropriated.  A report will 
be produced at the end of the investigation recording the facts around the incident 
and highlighting any weaknesses in procedures identified during the review and 
make any recommendations necessary.   
 

3. FINDINGS 
  
 
 Background information 
 

On Friday 2nd June 2017 an email was received by the Deputy Head of East Kent 
Audit Partnership from the Transportation Manager advising that an unauthorised 
collection had been made on Wednesday 31st May 2017 from a newly commissioned 
machine, number 11, at the High Knocke car park in Dymchurch.   
 
A new machine had been purchased as the old machine was cut out and stolen on 
11 or 12 April 2017.  This stolen machine has since been located as being dumped in 
Hythe Canal on 7th June 2017.  The last transmission received from this machine was 
on 10 April at 01:50 hours. 
 
An email was sent to the Corporate Director – Organisational Change (S151 Officer) 
advising them of the possible theft and the Auditor was requested to investigate the 
above incident to establish the facts. 
 
 
Audit investigation findings 

  
Friday 28th April 2017 
New replacement machine ordered from Parkeon.  This was a ‘stock’ machine which 
means that the company already held a machine with its own specific keys: - 

• 3 x keys to cash transfer box – required to enable emptying of cash vault of 
machine. 

• 2 x keys to upper cabinet – ticket compartment of machine. 

• 2 x keys to lower cabinet – exterior door to cash compartment of machine.   
This was ordered as it could be delivered within 3-4 weeks.  If the Council had waited 
for a machine to be fitted with the SDC specific lock it would have been 
approximately 12 weeks before it was delivered. 
 
Wednesday 10th May 2017 
A job request was submitted to the Handyman service for the new machine to be 
installed at High Knocke car park. 
 
Tuesday 16th May 2017 
Delivery of new machine taken at the Civic Centre, by the Print Room, who notified 
the Transportation Manager of its arrival.   
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Friday 19th May 2017 
Upon receipt of the instruction to investigate the missing monies the Auditor raised a 
number of queries with the Transportation Manager.  The Transportation Manager 
advised that he passed all of the keys and the cash transfer box to the NSL 
Enforcement Supervisor so that  could arrange for the Parkeon Engineer to attend 
on site and commission the machine.  This is inconsistent with the information 
provided by the SDC Maintenance Officer and the NSL Enforcement Supervisor, who 
state that the keys and cash transfer box were passed directly between themselves 
on 22 May. 
 
The NSL Enforcement Supervisor was instructed to be on site while the machine was 
commissioned.  The commissioning of a machine means that it is configured and 
tested.  Once the commissioning has been completed and tickets fitted the machine 
is ready for use and will collect income. 
 
The NSL Enforcement Supervisor was instructed to return the cash transfer box keys 
and lower cabinet keys to the Highways Engineer immediately upon completion of 
the machine commissioning. 
 
The Auditor was advised by the Transportation Manager that as the machine was not 
yet commissioned and therefore it held no cash, there was deemed to be no risk in 
passing all keys and the cash transfer box to NSL. 
 
Monday 22nd May 2017 
The SDC Handymen collect the new machine from behind the generator at the back 
of the Civic Centre.  The machine was still packaged and when they emptied the 
packaging they handed all keys and the cash transfer box to the NSL Enforcement 
Supervisor.  This transfer of keys was not recorded, or signed for. 
 
The Handymen installed the machine on site at High Knocke car park. 
 
NSL advised that nothing was placed on the machine to say that it was out of order 
as there was no power or the ability for the public to use or insert coinage into it.    
 
The NSL Enforcement Supervisor was unable to get a Parkeon Engineer to 
commission the machine before went on leave.   
 
NSL have advised that at an earlier monthly meeting between the NSL Client 
Account Manager, the NSL Enforcement Supervisor, the Transportation Manager 
and the Corporate Contracts Manager that a request to bring in an NSL Enforcement 
Supervisor from another NSL site to cover leave was declined.  This officer would 
have had experience of commissioning a new parking machine.   
 
As the NSL Enforcement Supervisor would be on leave the keys were placed in an 
unlocked desk drawer and the cash transfer box kept in the NSL office at the SDC 
Civic Centre.  This was to ensure that the Car Parking Enforcement Officer (  

) would have access to the keys whilst the NSL Enforcement Supervisor was 
on leave. 
 
This office is accessible to a restricted number of SDC officers and NSL have stated 
that they have no security provisions for the storage of keys as under the contract 
they only hold responsibility for the upper cabinets (where the tickets are held); and 
have no responsibility for the cash compartment and are not insured to handle cash. 
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Tuesday 23rd May 2017 
The NSL Enforcement Supervisor went on leave, returning on Friday 2nd June.   
verbally handed the keys and cash transfer box to the NSL Car Parking Enforcement 
Officer ( ) and requested that  deal with the commissioning of the machine in the 
absence of the NSL Enforcement Supervisor.   
 
The Parkeon Engineer informed the NSL Car Parking Enforcement Officer ( ) that 
the machine would be commissioned on 24th May; and also arranged to collect the 
keys on 24th May.  NSL have advised that this information was not passed onto SDC 
as the NSL Enforcement Supervisor was on holiday and a request for formal cover 
had been declined. 

 
 Wednesday 24th May 2017 

The NSL Car Parking Enforcement Officer ( ) stated that at 14:15 the Parkeon 
Engineer collected all of the keys to machine 11 from .  The transfer of keys was 
not recorded, or signed for. 
 
Between 15:40 and 17:40 the Parkeon Engineer job ticket puts  on site at High 
Knocke car park; this time does include  travelling to and from the site.  It is 
understood that there was no one in attendance from NSL while the Parkeon 
Engineer was on site.  NSL Client Account Manager has advised that this does not 
fall within their contractual duties. 
 
Thursday 25th May 2017 
Between 07:45 and 09:00 the Parkeon Engineer job ticket puts  on site at High 
Knocke car park, this time does include travelling.  Again it is understood that 
there was no one in attendance from NSL.  A query has been raised with Parkeon as 
to whether it is normal for their Engineers to keep keys overnight; and would it 
normally take two days to commission a machine, or were there any issues in this 
case. (At the time of reporting no further information has been received from 
Parkeon.) 
 
At 08:38 an automatic email with the Parkeon Engineer ticket attached for 24th May 
was sent to the Transportation Manger. 
 
The commissioning of the machine was successful and the machine started issuing 
tickets to customers at 10:23.   
 
NSL advised that the Parkeon Engineer contacted the NSL Car Parking Enforcement 
Officer ( ) who requested that the Parkeon Engineer return the machine keys to 
him at the Civic Centre.  However, the Parkeon Engineer advised that was unable 
to and suggested he lock the keys in the other machine on site (number 41), in the 
ticket cabinet.  The NSL Car Parking Enforcement Officer ( ) has only been in this 
role for 12 months and is inexperienced in the commissioning of new machines so 
agreed.  The NSL Car Parking Enforcement Officer ( ) had only taken on minor 
supervisory duties in the absence of the NSL Enforcement Supervisor.  SDC had not 
agreed to the provision of an NSL Enforcement Supervisor from another site to 
provide leave cover. 
 
It has been queried with Parkeon whether it is standard practice for their Engineers to 
lock keys into other parking machines or should have returned the keys to NSL.  
(At the time of reporting no further information has been received from Parkeon.) 
 
NSL did not communicate that the machine had been commissioned to SDC as the 
NSL Enforcement Supervisor was on leave. 
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Friday 26th May 2017 
At 07:57 an automatic email with the above Parkeon Engineer ticket attached was 
sent to the Transportation Manger.  At this point two emails from Parkeon regarding 
the commissioning of the machine appear to have been missed by the Transportation 
Manager. 
 
At 11.32 the Transportation Manager phoned the NSL Car Parking Enforcement 
Officer ( ) on the NSL Enforcement Supervisor phone.  The Transportation 
Manager states that when asked if the machine had been commissioned the NSL 
Car Parking Enforcement Officer ( ) was unsure and did not call the 
Transportation Manager back to confirm any details.  However, the NSL Car Parking 
Enforcement Officer disputes this and has advised that during this call informed 
the Transportation Manager that the keys for machine 11 would be returned to the 
NSL Office at the Civic Centre by 16:00 that day. 
 
The NSL Car Parking Enforcement Officer ( ) took this call at home as  shift did 
not start until 13:30, and had been on  rest day the day before.  At  earliest 
opportunity after 13:30 the NSL Car Parking Enforcement officer ( ) instructed NSL 
Car Parking Enforcement officer ( ) to collect the keys from High Knocke 
car park. 

 
At approximately 16:00 NSL Car Parking Enforcement Officer ( ) returned the 
machine 11 keys to the NSL Office at the Civic Centre.  The keys were placed back 
in the unlocked desk drawer.   
 
Saturday 27th May 2017 
The Council’s cash collection contractors CSS did not collect from machine number 
11 at High Knocke as they had not been informed that it was in working order or 
provided with the lower cabinet or cash transfer box keys; or the actual cash transfer 
box. 
 
Sunday 28th May 2017 
The NSL Car Parking Enforcement Officer ( ) has advised that can confirm that 
during this day  saw that all keys remained in the unlocked desk drawer. 
 
Monday 29th May 2017 
Bank Holiday. 
 
Wednesday 31st May 2017 
At 15:20 machine number 11 at High Knocke was emptied by unknown person/s.   
 
Subsequent Auditor enquiries with Parkeon have highlighted that it is possible to 
empty the machine without the official cash transfer box and would just require the 
lower cabinet and cash transfer box keys; although this would be ‘messy’ and would 
likely result in monies being caught in the cash vault within the machine. 
 
Checks have been made using the Penalty Charge Notice handhelds to establish 
where the Car Parking Enforcement Officers on duty were located.  Just two Car 
Parking Enforcement Officers had logged themselves as being on duty near or at 
High Knocke car park on 31 May, but both officers are recorded as having left the car 
park by 10.41am.  Further enquiries highlighted that although the handhelds have 
automatic location tracker ability the Council does not have the back office capability 
to record or monitor this.  All locations recorded and reported via the handhelds are 
therefore manually entered by the CEOs. 
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Further checks of tickets sales for this day have highlighted that a parking ticket was 
purchased at 15:22 from machine number 11, two minutes after the machine was 
emptied.  A ticket was also purchased from machine number 41 at 15:16.  There are 
two car parking ticket machines at High Knocke car park.  Both vehicles have been 
identified and the registered keeper details have been obtained from the DVLA.  The 
Auditor has contacted both vehicle owners.  At the time they were contacted neither 
could remember anything that may assist in enquiries and both have been asked to 
come back to the Auditor should anything come to mind in future.  
 
Thursday 1st June 2017 
The Transportation Manager attempted to contact the NSL Car Parking Enforcement 
Officer ) for an update on machine number 11 at High Knocke, but was 
unsuccessful in getting hold of . 
 
The Transportation Manager checked Parkfolio (back office parking system) which 
had recorded that machine number 11 at High Knocke had been collecting cash and 
issuing tickets since Thursday 25th May and that it had been emptied of £1,519.70 on 
31st May 2017 at 15:20. 
 
CSS summer cash collections are carried out on    

; and CSS would have been unable to collect from the machine as they 
had not been informed that it was in working order or provided with the lower cabinet 
or cash transfer box keys; or the actual cash transfer box. 
 
Friday 2nd June 2017 
The NSL Enforcement Supervisor returned from leave.  The Transportation Manager 
requested that the NSL Enforcement Supervisor visit machine number 11 at High 
Knocke to ensure that the machine was in working order and that there were no 
signs of forced entry; the machine was reported to be in full working order with no 
visible signs of damage.  No photos of the machine were taken. 
 
The NSL Enforcement Supervisor advised that the NSL Car Parking Enforcement 
Officer ( ) informed him that had been unable to return the machine number 11 
keys to the Highways Engineer as  had been working from home the week that the 
machine was commissioned.   
 
At 10:40 Fred Miller emails EKAP, the Head of Commercial & Technical Services and 
the Corporate Contracts Manager to advise them of the suspected theft. 
 
The Transportation Manager ensured that the NSL Enforcement Supervisor had 
confirmed that  had taken possession of all keys for High Knocke machine number 
11; and that had handed a key for the lower cabinet and the actual cash transfer 
box to CSS, a copy of the key transfer receipt has been provided.  The remaining 
keys were then locked in the petty cash safe which is kept in the locked filing cabinet 
in the NSL office at the Civic Centre.  NSL have advised that the NSL Enforcement 
Supervisor is the only officer with access to their petty cash safe and locked filing 
cabinet as it holds personal files, which is why the keys were not retained here while 
the NSL Enforcement Supervisor was on leave; and as their was no ‘official’ NSL 
Enforcement Supervisor on site during this time.   
 
The Auditor queried with the Transportation Manager whether or not machine 
number 11 remained at risk of theft.  The Transportation Manager was satisfied at 
this point that the NSL Enforcement Supervisor held all keys to machine number 11; 
and that copies could not have been easily made.   
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The Transportation Manager arranged with the NSL Enforcement Supervisor that the 
remaining two keys to the cash transfer box, a key to the upper and the key to the 
lower cabinet be returned to the Highways Engineer on Monday 5th June.   
 
Saturday 3rd June 2017 
CSS empty both machines at High Knocke, numbers 11 and 41.   
 
Machine number 11, audit ticket number 2 total cash collected in period since 31 May 
£828.75.  However, the total cash collected from machine number 11 was £1,706.25.  
The money collected exceeds audit ticket number 2 by £877.50.  A copy of physical 
audit ticket number 2 was provided.  This means that the total money that was 
actually taken by unknown person/s on 31 May was £642.20. 
 
The money collected from machine number 41 reconciled to the audit ticket. 
 
Monday 5th June 2017 
EKAP Auditors, Kirstie Mockford and Louise Gower undertook a fact finding interview 
with the NSL Enforcement Supervisor and the NSL Client Account Manager at 11:30. 
 
During this meeting the NSL Enforcement Supervisor also confirmed that there are 
no 'scratches' on the cash transfer box and it appears as new which suggests that it 
has not been used. 
 
Following this meeting NSL withdrew their assistance in the investigation therefore it 
has not been possible to confirm facts with other NSL officers.  They have since 
appointed their own internal investigator who has met with the Auditor and provided 
answers to queries raised.  
 
The two keys to the cash transfer box, a key to the upper and the key to the lower 
cabinet were picked up by the Highways Engineer, the transfer of keys was recorded 
and signed for a copy of which has been provided.   
 
Both machines numbers 11 and 41 at High Knocke were emptied by CSS, The cash 
collected reconciled to the audit tickets for both machines, copies of which have been 
provided. 

 
 Additional Findings 
 
 System Access 

Parkfolio is the back office system to the parking machines and records transactions, 
sales, income and collection readings.  During a previous investigation into parking 
theft it was identified that an ex SDC employee continued to have access to the 
system after  employment ended.  This enabled  to target machines for theft 
based on the level of monies taken by machine. 
 
Also, during the 2013/14 investigation into thefts from parking machines Parkeon 
were able to provide evidence identifying when users accessed income/ transaction 
data for individual parking machines.  A request was made to Parkeon for this 
information in relation to the High Knocke parking machines; and also who has 
access to the financial modules of Parkfolio. 
 
Initially Parkeon advised that it would not be possible to extract this information from 
the new web based version of the system.  However, since then Parkeon have been 
able to obtain access logs from their data outsourcing centre.  The logs provide 
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Final report 
Head of Audit 
Partnership 

03/08/2017 

Corporate Director – 
Organisational Change 

Head of Financial 
Services 

Head of Commercial 
and Technical 
Services 

Corporate Contracts 
Manager 
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cabinet. 

• Advises that an SDC officer was 
informed that the machine was 
commissioned and that the keys 
were available for collection on 
26th May.  The Internal Audit 
investigation has found that this is 
in dispute by the SDC Officer. 

 

Medium Without experienced 
supervisory cover being 
provided by NSL their staff may 
not meet or fulfil its duties. 

3. The Corporate Contracts 
Manager in liaison with the Head 
of Democratic Services should 
write to NSL setting out the 
provision under which they 
should provide experienced 
supervisory cover when the 
Enforcement Supervisor is on 
leave; and agree charges and 
budgets where necessary. 

 

Agreed. Corporate Contracts 
Manager in liaison 
with the Head of 

Democratic 
Services and Law 

 

30/09/2017 

Medium The lack of confirmed locations 
for the parking enforcement 
team officers when on duty 
may compromise their safety 
and prevent full and accurate 
management monitoring of 
services. 

 

4. The Transportation Manager 
should investigate the costs and 
set up of GPS locators on the 
handhelds and back office 
requirements to establish if this 
feature can be activated to assist 
in the effective monitoring of the 
service. 

 

Agreed. Head of 
Commercial and 

Technical Services 

 

30/09/2017 

High Unauthorised staff may gain 
access to cash, which may 
result in loss or 
misappropriation. 

5. The Highways Engineer or the 
Transportation Manager should 
arrange and manage the 
commissioning of new parking 
machines and the keys to the 

Agreed.  The Head of Commercial 
Services accepts that there was 
clearly a procedural breakdown and 
an opportunity has been exploited by 
a dishonest member of the NSL 

Head of 
Commercial and 

Technical Services 
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lower cabinet and cash transfer 
box should not be passed to 
NSL; unless appropriate key 
security arrangement, 
assurances and staff cover can 
be provided. 

Team.   

 

The Head of Commercial Services will 
be meeting with the Transportation 
Manager and the Highways Engineer 
to discuss the failings in procedures 
and how procedures and working 
practices will be tighten to prevent a 
future reoccurrence. 

 

30/09/2017 

High It may not be possible to 
account for all keys and as a 
result cash may be lost or 
misappropriated. 

6. All transfers of keys between staff 
should be recorded and signed 
for to provide a full management 
trail and ensure security of keys, 
and a further deterrent for theft. 

Agreed. Head of 
Commercial and 

Technical Services 

 

Immediately 

 

Medium SDC may not be available to 
contractor staff as appropriate 
which may result in a break 
down of procedures. 

7. The Transportation Manager 
should ensure that SDC staff are 
available to NSL staff during the 
working week, and where 
necessary provide a presence at 
the SDC offices via a rota. 

 

Agreed.  The Head of Commercial 
Services will be meeting with the 
Transportation Manager and the 
Highways Engineer to discuss the 
failings in procedures and how 
procedures and working practices will 
be tighten to prevent a future 
reoccurrence. 

Head of 
Commercial and 

Technical Services 

 

Immediately 

High Unauthorised staff may have 
access to financial information. 

8. The Transportation Manager 
should ensure that access to the 
financial modules of the Parkeon 
back office system Parkfolio are 
kept current with access available 
only to current officers who 
require access to fulfil their 
duties. 

Agreed. Head of 
Commercial and 

Technical Services 

 

30/09/2017 

 




